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your goals for today’s class

understand some basic notions 
client/server systems, APIs, authentication 

fill in gaps in your understanding of web apps 
HTTP protocol, asynchronous JS 

hold your own at cocktail parties 
be able to talk REST, Jekyll, local first



what’s 
client-server?



mainframe computer

Univac 1 at Census Bureau: first commercial computer for civilian government agency (1951)

no real client 
console is wired in 

part of machine



early mainframe architecture (1962)

typewriter console 
(no computation) mainframe 

computer

tape drives

printer

single user 
(system operator)

disk



the invention of time sharing

Christopher Strachey in 1936 
patented time sharing (1959) 

denotational semantics (1966)

my father’s high school teacher 
at Harrow School in London 

wrote checkers program (1951) 
with help from Alan Turing



timesharing at MIT: Project Mac and CTSS

Fernando J. Corbató with IBM 7090 (1962)



time sharing architecture (early 1960s)

mainframe 
computer

printer

disk

typewriter terminal

typewriter terminal

typewriter terminal



first personal computer

Altair 8800 (1974) 
hobbyist kit, required assembly

Paul Allen and Bill Gates (1975) 
wrote BASIC interpreter for Altair



first mass-market personal computers

Commodore PET 2001 (1977) 
all in one computer 

for schools, home users, businesses



first client-server systems (1970s)

Xerox Alto (1973) 
first “client-server” system 
client is not just a terminal

printerfile server

workstation

ethernet LAN



first client-server database systems (1980s)

local area network

PC

Sybase SQL Server (1986) 
apps running on PCs 

SQL queries to database server 
no internet yet 

database 
server

PC



what’s HTTP?



TBL’s proposal (1989)



the first web page (1991)

essential ingredients 
URLs + HTML + HTTP



TBL’s web (1991)

(1) request

(2) receive

(3) render



the web as a document editing system: HTTP verbs

HTTP verbs 
many originally proposed (1992) 

eventually settles on these

distributed document editing 
TBL’s original concept of the web 

never happens in this form



structure of a URL



elements of an HTTP request



REST: a standard pattern for routes

Representational State Transfer (Roy Fielding, 2000) 
example here for Ruby on Rails style

essence of the idea 
nouns (URL, tree) 

verbs (HTTP method)



our simple scheme

verb is 
always POST

path is 
concept/action

args passed as 
raw JSON in body

good for this class 
in industrial setting 
use GETs for reads 
(caching, reloads)



comedic 
interlude



Mitchell and Webb: downloading the internet

https://www.youtube.com/watch?v=LlGwWdJWCyY


how did web sites 
become web apps?



common gateway interface (1993)

HTTP request

HTTP response

CGI script



hello world CGI script



a famous CGI script

script didn’t sanitize input 
client can add extra fields 

so use as spam relay 
by early 2000s, blacklisted

recipient=admin@example.com%0ABcc:spamlist@example.org

FormMail (1995) 
contact form email 

written by Matt Wright 
a high school student



a CGI-powered web app (1995)



running code in the browser

JavaScript (1995) and standard DOM (1998)



AJAX: asynchronous JavaScript and XML

XMLHttpRequest (1998) 
calling server inside a script in the browser 

introduced by Microsoft 
later standardized for all browsers



an AJAX-powered web app (2005)



what server calls look like now

now like a local call 
but asynchronous



what’s an SPA?



the flow for a “multi-page” app

browser server database

send 
form

fill form 
& submit update 

& query 
database

fill & send 
template

render 
new page

execute 
queryclient is blocked 

while waiting 
for server response

server code mixes 
UI layout and data

page is reloaded 
after each request

request 
form

render 
form



using a template to render HTML in the server

profile.html

app.py



the flow for a “single page” app

browser server database

send HTML 
& JS skeleton

send 
request update 

& query 
database

package 
response

update 
DOM

execute 
queryclient is not blocked 

while waiting 
for server response

server code separates 
UI layout and data

page is updated 
incrementally

request 
app

render 
HTML



the flow for a “single page” app

browser server database

send HTML 
& JS skeleton

send 
request update 

& query 
database

package 
response

update 
DOM

execute 
query

request 
app

render 
HTML



separating the roles of an SPA into two servers

browser front-end 
server database

send HTML 
& JS skeleton

send 
request

update 
DOM

execute 
query

request 
app

render 
HTML

back-end 
server

update 
& query 
database

package 
response

a client-server 
web app!



what’s an API?



a typical setup

get client code

perform actions 
and queries

front-end server

back-end server

client in browser 
or mobile app

API

API

APIs give decoupling 
minimize knowledge 

hide changes to server 
like all specs…



MBTA’s API for live transport information



structure of a request



sample request & response



JSON pointers



Twilio: a service for sending text messages



creating a message



request body parameters



using the Twilio client-side library



what’s a static site?



static web sites

what the user sees 
resource returned depends on HTTP request 
and not on previous HTTP requests 

what the developer sees 
site is just a collection of files, not programs or databases 
served directly by a web server 
can include JavaScript that runs in the browser 

how to create a static site 
set up a server or find a hosting service (eg, GitHub Pages) 
edit files locally and push to server (eg, with Git or Unison) 
or, use a static site builder or CMS

front-end server 
is a static website!



example: my photo web pages

files that produce this page



static website builders

what they offer 
editing in markdown, not HTML 
consistent styles, packaged in themes 
index pages (eg, of blog posts by date) 
easy management of nav bars 
live view while editing locally 

how they work 
you edit in markdown 
run build command 
push to repo 

popular examples 
Jekyll (Ruby) 
Hugo (Go) 

disadvantages 
sometimes obscure, can be limiting 
themes aren’t truly interchangeable



content management systems

what they are 
static to users, dynamic to admins 
updates via HTTP requests (ie, edit site in browser) 

examples 
WordPress: popular CMS for small sites 
Wix, Google Sites: combined site builder and CMS 
SquareSpace: site builder/CMS for small businesses 
Drupal: CMS for complex sites, often built by pros

techcrunch.mit.edu (WordPress)

csail.mit.edu (Drupal)

http://techcrunch.mit.edu
http://csail.mit.edu


how are clients 
authenticated?



how to authenticate clients?

local area network

“trust by wire” in early LANs 
if you could access the physical network 

you were considered authenticated

password auth in early LANs 
server opens connection, user logs in & access files 

passwords sent in clear, easy to hijack connection too 

dial-up modems were a bit safer 
client gets next available modem line 

modem connection was a private circuit



a better scheme: session tokens

client and server 
establish shared key 
to prevent sniffing

client sends  
login credentials 

checked by server

server sends back 
session token 

which client stores

client sends  
token with all 

subsequent requests

in server state 
session abc123 is 

active and belongs 
to user Alice

in client state 
session token 

is abc123



cookies: a way to store session tokens

nytimes.com

instagram.com

login (“dj”, “password”)

Set-Cookie: id=abc123; 
Domain=nytimes.com

get (nytimes.com/news)
Cookie: id=abc123

login (“dj”, “password”)

Set-Cookie: id=def456; 
Domain=instagram.com

get (instagram.com/feed)
Cookie: id=def456

nice for programmer 
cookies sent by default

security model 
domains stay separate

other uses of cookies 
shopping carts eg

http://shop.com
http://instagram.com
http://instagram.com


third-party cookies

nytimes.com

instagram.com

get (nytimes.com/news)

Set-Cookie: id=xyz123; 
Domain=analytics.com

Cookie: id=xyz123

get (analytics.com/pixel.gif)

get (instagram.com/feed)

get (analytics.com/pixel.gif)

cross site tracking 
GDPR requires consent

http://shop.com
http://instagram.com
http://advertizer.com
http://analytics.com/pixel.gif
http://analytics.com/pixel.gif


JSON web tokens (JWTs)

client and server 
establish shared key 
to prevent sniffing

client sends  
login credentials 

checked by server

server sends back 
web token 

which client stores

client sends  
web token with all 

subsequent requests

in server state 
nothing!

in client state 
token says “this is 
Alice, an admin”

signed



refreshing web tokens

a problem: long or short? 
with conventional sessions, server can always close a session 
but with JWTs, can access until token expires 
insecure if token is long lived, but inconvenient if short lived! 

solution: two kinds of token 
long-lived refresh tokens: rarely used, safe in browser (eg 14 days) 
short-lived access tokens: used for all accesses (eg 10 mins) 
when access token expires, client uses refresh token to get a new one 
when refresh token expires, have to log in again 



what goes on 
the client or server?



security considerations

code and data in the browser 
are visible to and modifiable by the user 
with developer tools 

user can issue any HTTP requests 
by modifying JS in the browser document 
by commands in the browser JS console 
by using curl or Postman

to prevent access to another user’s data 
ensure client code passes username with request

to prevent access to sensitive pages 
navigate first through login page

to prevent access to another user’s data 
use counter for session ids and store id in cookie

to prevent access to another user’s data 
generate random session if and store in cookie

so which of these are good strategies?



more data 
on client 
less on server

less data 
on client 

more on server ?



performance considerations

no data 
on the 
client

all data 
on the 
client

😢

😊 speed of queries

local storage usage
initial startup time

ability to work offline
scaling to more clients

risk of privacy violation
observability by devs



online apps are slow!

server-to-server round trip times between AWS data centers (Ink & Switch)



local first: a proposal for a new kind of app

actions

save save

sync

actions actions



takeaways



key ideas from this lecture

client server architecture 
web apps just one example

tricky challenges 
many inherent to all apps

APIs 
specs, our old friend

web-specific notions 
HTTP protocol, DOM

web challenges 
how good a sandbox?


